o HUB Set Up and Use Citrix at Home

(Personal Computer)

Scope: This document applies to our employees and contractors that need to access to the HUB
network via a personal computer. This document does not apply to employees or contractors with
company provided laptops.

*Work from home authorization is at the discretion of the local manager and/or regional leadership.

In the event that you are ever required to work from home, you will access your email, HUB Today, and
applications like Applied Epic using a tool called XenDesktop. XenDesktop is a virtual workspace where
you can use all of the software and HUB sites that you use in the office. You open XenDesktop using an
application called Citrix Receiver (“Citrix”).

If you have never used Citrix or your XenDesktop from your home computer before, you must first
register for multi-factor authentication (MFA) and then install the Citrix Receiver before you can log on
and begin work.

Egsier el r_nult_l—factor Install Citrix Receiver Logon to Citrix/XenDesktop
authentication

Multi-factor authentication is a security measure that HUB employs to ensure that only HUB employees
and verified contractors are accessing HUB systems. This is done by asking people to input their user ID
and password and then verify their identity a second way. At HUB, you can choose to verify your identity
by phone call, text message, or mobile application.

Click on the links below for instructions:

Step 1: Register for multi-factor authentication; and
Step 2: Install the Citrix Receiver; and then

Step 3: Log on to Citrix/XenDesktop with your HUB credentials.

Step 1: Register for multi-factor authentication

Register for multi-factor
authentication

Multi-factor authentication is a security tool that verifies your identity as a HUB employee.

The steps below must be completed BEFORE you connect to Citrix for the first time.
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If you have already registered for multi-factor authentication, skip to Step 2: Install Citrix Receiver.

1. Open Chrome or Internet Explorer.

2. Copy and paste https://hubmfa.hubinternational.com/multiFactorAuth into the web browser
address bar and press the Enter key on your computer keyboard.

3. Enter your HUB network username and password and then click the Log In button.

Note: Your username is typically your firstname.lastname (e.g., melissa.davis).

Language: | @ English !

Multi-Factor Authentication User Log In =

LEemanme
firsd last
Password

(TR ETTLY S "‘.

Leg n ]

4. Choose which method you prefer to use for multi-factor authentication. There are three options.
You will need to pick ONE of the following options:

e Option A: Text Message — each time you log in, your mobile phone will receive a six-digit code
to key into the login page.

Note: This is the default option.

e Option B: Phone Call — you will receive a phone call at the number that you set as your default
asking you to press the # key to verify the request and complete the login process.

e Option C: Mobile App — the “Azure Authenticator” app will pop up a notification on your mobile
phone asking you to verify the request and complete the login process.

The next couple of pages walk through the sub-steps for each of the three options. Find your
preferred option below and complete the assigned sub-steps to complete set up.

Option A: Text Message Configuration (Default)

Note: By default, you will be prompted for a mobile phone number for text message login
notifications.
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1) Enter your mobile number and then click the Text Me Now to Authenticate
button.

Multi-Factor Authentication User Setup E

To enable Multi-Factor Authentication for your account, please specify the phone
number you will use to authenticate. Te complete this step, Multi-Factor

Authentication will send a one-time passcode in a text message to the number

you entered. When prompted, enter the one-time passcode to authenticate.

Version 63.1

Method

Text Message W

Phone
|Uniled States & Canada +1 VH123-456—7890\ x

@ 2013 Microsoft. All rlghts reserved

| Text Me Mow to Authenticate || Cancel |

2) Look for a text message with a six-digit number from account 51789. For
example: “123456 enter this verification code when prompted by User Portal to
complete your sign in verification”

3) Enter the six-digit passcode (that you received from the 51789 account) into the
“One-Time Passcode” box and then click the Authenticate button.

One-Time Passcode =

To complete your verification, enter the one-time passcode you receive via text

message.

One-Time Passcode

Version 6.3.1

© 2013 Microsoft. All rightf reserved |“"00‘ - |
Authenticate || Cancg :|

4) Continue to the Welcome Screen. You have completed the multi-factor
authentication process.
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Welcome

Youur sreount has been configured 1o use Multi-Fartor Authentication.

When ¥ou Bgn on, you will condinue B0 use the same usermame and paaTword, Before your verification iz complete, you
My Account

Change Methed
- s SNt erier th comect passcode, the Hign on will Be denied
Change Prane

Change Language

- -7 Rieturn ta the Mult-Factor Authentcation portal at any b ta change your phone number.
Activate Mokie App :

Marage your Multi-Factor Authentication sccount lry selecting an option below. Select the Help icon (top right] for

g

N

Change Phore:

Main | Log Cut

will receive & text message with & cre-time passcode. Enter this passcode when prompted by the application. i you

Option B: Phone Call Configuration

1) Select Phone Call from the Method drop-down box for voice call login

notifications.

2) Enter your preferred phone number and then click the Call Me Now to

Version 6.3.1

© 2013 Microsoft All righs reserved

Authenticate button.

Multi-Factor Authentication User Setup

To enable Multi-Factor Authentication for your account, please specify the phone
number you will use to authenticate. To complete this step, Multi-Factor
Authentication will call the number you entered. Answer and press # to

authenticate.

Method

Phone

[United States & Canada +1 B ‘123—456—7890|
Extension

| Call Me Now to Authenticate H Cancel |

3)

4)
5)

Wait for and answer an automated phone call, where the automated message
will state: “Thank you for using Microsoft's sign-in verification system. Please

press the # key to finish your verification...”

Press the # key on your phone when prompted.

Continue to the Welcome Screen. You have completed the multi-factor

authentication process.
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Main | Leg Out

Welcome

¥iouar soeount has been configured to use Multi-Factor Authenticstion.

Returr b the Multi-Factor Authentication portal at any tee to change your phone sumber.

Marage your Multi-Factor Authenfication sccount by selecting an option below. Select the Help icon (top right] for

N

Change Phone

Option C: Mobile App Configuration

1)

2)
3)

Version 6.3.1

© 2013 Microsoft. All rights reserved.

Download and install the Azure Authenticator app from your mobile apps store
(iTunes, Play Store) for mobile app login notifications. Once you have
downloaded the app, return to the Multi-Factor Authentication User Setup
screen.

Select Mobile App from the “Method” drop-down box.

Click the Generate Activation Code button.

Multi-Factor Authentication User Setup
To enable Multi-Factor Authentication for your account using the mobile app,
you'll first need to install the Multi-Factor Authentication app on your phone and

then dick the Generate button below to receive an activation code. The

activation code will be entered in the mobile app to complete the activation

process. The activation code ex&ires in 10 minutes.
— —

Method

Mobile App v

After installing the Multi-Factor Authentication app on your phone, click the button to generate an activation code.

‘ Generate Activation Code ” Cancel |

4)
5)
6)

Note: This will bring up a page with the activation code and URL along with a QR
code that can be scanned (depending on your mobile phone).

Launch the Azure Authenticator app on your mobile phone.
Scan the QR code or enter the activation code and URL from the screen.

Click the Authenticate Me Now button once your mobile app is configured to
complete the activation.
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Multi-Factor Authentication User Setup E

123123123

L 2
Th
hetpeffhubmfa hubinternational. com/WebApp E - ._::.IIL_:

Cararatn Now Ackvaion Code

Basbmeniaate Webiew  Concel

7) Look for a verification message in the Azure Authenticator app on your mobile
phone.

8) Select Verify to authenticate.

9) Continue to the Welcome Screen. You have completed the multi-factor
authentication process.

Main | Log Dut

Welcome

s My Account

Change Phome

If you experience any issues with the multi-factor authentication process, please contact your IT
support for assistance.

Note: You can change your authentication method at any time.

Simply log back into the Multi-Factor Authentication web page
(https://hubmfa.hubinternational.com/multiFactorAuth), select Change Method, and
follow the steps to change your method of receiving login notifications.

Now that you have registered for multi-factor authentication, move on to Step 2: Install Citrix
Receiver.
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Step 2: Install Citrix Receiver

Install Citrix Receiver

If you have not already registered for multi-factor authentication, return to Step 1: Register for multi-
factor authentication.

If you have already registered for multi-factor authentication and installed the Citrix Receiver, skip to
Step 3: Logon to Citrix.

1. Click on or copy and paste https://www.citrix.com/downloads/citrix-receiver/windows-ltsr/receiver-
for-windows-ltsr-latest.html into your web browser address bar and press the Enter key on your
computer keyboard.

2. Click on the Download Receiver for Windows button.

« C @ citriccom/downloads/citrix-teceiveq/windows-hsr/receiver-k Sows Hsr-datesthi
t app: R OWA 83 Oirector () Recene: s Myfoider (@) Tmesheet @ Epichind @ A1 [ OnCal @ 3655 [B TeomSte @ Escaiovon [B R @ Moming Meeting

Find Downloads Citrix Workspace ap

with your organization’s Citrix infrastructure. Citrix Workspace app provides the full capabilities of Citrix Receiver, as well

o Citrix Rec

p is a new client from Citrix that works simil er and is fully backward-compatible

Select a product v as new capabilities based on your organization’s Citrix deployment

Citrix Workspace app is built on Citrix Receiver technology. and is fully backward compatible with all Citrix solutions.

For more information, please visit the Workspace app FAQ page 2.

Compatible with
Windows 10, 8.1, 7, 2008R2, Thin PC as well as Windows Server 2019, 2016, 2012, and 2012R2.

Support Resources

| Download Receiver for Windows l
ation 2

355 MB - exe]

Checksums:
SHA- 256:
C7CCEDD3A2CCB54AEA2A269730CA904D35ECOIFICB0536CADAEGOEEBEDCECIIC

This package will also be pushed using Citrix Receiver Updates if it is configured for LTSR release only.

3. Open the downloaded file:

a. If you are using Chrome, click on the down arrow in the lower left-hand corner and click
on “Open.”

Open

- en files of this type

Show in folder

Cancel

@ CitrixReceiver (7).exe v

b. If you are using Internet Explorer, click the Run button.

Do you want to run or save CitrixReceiver.exe (39.9 MB) from downloads.citrix.com?

r.jf‘ This type of file could harm your computer, Run Save |~ Cancel

c. If youare using Firefox, click the Save File button.

Version 1.0 (3/10/2020) Page | 7


https://www.citrix.com/downloads/citrix-receiver/windows-ltsr/receiver-for-windows-ltsr-latest.html
https://www.citrix.com/downloads/citrix-receiver/windows-ltsr/receiver-for-windows-ltsr-latest.html

O HuB

Set Up and Use Citrix at Home
(Personal Computer)

! You have chosen to open:

‘5 CitrixReceiver.exe

which is: Binary File (40.0 MB)
from: hitps://downloads.citrix.com

Would you like to save this file?

Save File

Cancel

Click on the downloads arrow in the upper-right hand corner and double-click on the file

name.
B - brd +
i CitrixReceiver(d)
- — IrxXnRecener|o).exe
. Completed — 40.0 MEB -

4. If your computer opens User Account Control pop up window that asks, “Do you want to allow this
app to make changes to your device?” click the Yes button.

5. Click on Start in the Citrix Receiver pop-up window.

clmrpx

Receiver

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access to virtual
applications that your organization provides, induding
software that allows access to the applications that use
your browser,

- Allow applications access to your webcam and
microphane.

- Allow applications to use your location.

- Allow access to local applications authorized by your
company.

- Save your credential to log on automatically.

Click Start to set up and install Citrix Receiver on your
computer.

T ]

6. Check the “I accept the license agreement box”

and click the Install button.
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License Agreement

You must accept the license agreement below to proceed.

CITRIX RECEIVER LICENSE AGREEMENT ~

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc,, Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component (hereinafter
"RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as "CITRIX").

I accept the license agreement

e Install Cancel

7. Click the Finish button once installation is complete.

@ Citrix Receiver x

citrpx .
Receiver

V Installation successful

Click on Finish to begin using Citrix Receiver

Now that you have installed the Citrix Receiver, move on to Step 3: Logon to Citrix.
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Step 3: Logon to Citrix/XenDesktop

Logon to Citrix/XenDesktop

If you have not already registered for multi-factor authentication, return to Step 1: Register for multi-
factor authentication.

If you have not already installed the Citrix Receiver, return to Step 2: Install Citrix Receiver.

1. Click or copy and paste https://xenweb.hubinternational.com into the web browser address bar
and press the Enter key on your computer keyboard.

2. Enter your HUB network username and password.
Note: Username will typically be your firstname.lastname (e.g. melissa.davis).

Note: Leave “Password 2” blank.

Citrix Gateway Please log on
User name
Password

Password 2

3. Click the Log On button.

Citrix Gateway Please log on

User name

Password

Password 2

4. Complete the authentication process:
1) If you selected Text message as your HUB multi-factor authentication:
a. Wait for a text from 51789 account with the six-digit code.

b. Enter the six-digit code into the “To complete your verification...” box.
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c. Click the Submit button.

Note: You will have approximately 60 seconds to key in the six-digit code before it expires.

C |t n X Rece ive r Additional Information Required

Please type your response below.

To complete your verification, enter the one-time
passcode you receive via text message.

2) If you selected Phone call as your HUB multi-factor authentication:

a. Wait for a phone call from Microsoft’s sign-in verification system.

b. Pressthe # key on your phone when prompted.

Note: You will have approximately 60 seconds to provide the verification before it expires.
3) If you selected Mobile App as your HUB multi-factor authentication:

a. Wait for a message from the Azure Authenticator mobile application.

b. Press Verify on your mobile phone when prompted.

Note: You will have approximately 60 seconds to provide the verification before it expires.

6. Click Log on if you see the following prompt.

Install Citrix Receiver to access your applications

W | agree with the Citrix license agreemen

Security detail: | Log on

7. Click on the XenDesktop icon to open your Citrix desktop.

Note: If you are using Chrome, a pop-up indicator will flash in the bottom left-hand corner of
your Chrome window. Click on it to launch your XenDesktop desktop.
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8. Wait for the Citrix XenDesktop to open. Once open, you may begin working as normal.
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